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			Abstract

			The research relevance is determined by the growing influence of social networks, in particular Facebook, on the behaviour of Internet users. The study of the impact of incorrect information disseminated through social networks is necessary and important for several reasons related to the protection of public safety, active manipulation of public opinion and disinformation of society, undermining trust in the mass media and official sources of information, and cybersecurity violations. The study aims to analyse the impact of inaccurate, manipulative, and distorted information uncontrollably disseminated through the social network Facebook on the behavioural patterns of its consumers and the impact of the results of these patterns on the social well-being, and economic and political stability of Kazakhstan. The study used the content analysis method to determine which type of incorrect information is encountered on Facebook in the media space of Kazakhstan and which of them receives the greatest response among users. The study concluded that Facebook posts elicit an active response from readers, which causes further misinformation dissemination, even though such information is regarded as highly credible in the absence of references to the source or evidence, causing negative user behaviour, such as disregard for security rules (physical, mental, epidemiological, cyber, financial); instigation of racial, religious and gender hatred; political inertness; use of social media for manipulation, fraud, defamation of public figures, financial fraud and propaganda. The study also determined publications on conspiracy theories posts (primarily related to the geopolitical situation, as well as the Coronavirus epidemic) and the domestic political situation in the country (primarily related to corruption scandals and specific political figures) receive the greatest response. The results of the study can be used to improve the level of cyber security and information literacy of the population of Kazakhstan.
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			1. Introduction

			This study is highly relevant due to the increasingly popular use of social networks as a source of news and important information related to the daily needs of the civilian population, the activities of activists and political forces, security and social stability, and a particularly large role in this process is played by Facebook, where users actively share information and personal opinions, use it as a platform for organising public and political activity, creating personal streaming platforms. The problematic aspect of this study is the understudied role of Facebook in spreading not only misinformation and propaganda, but also incorrect information: incomplete, unintentionally, or intentionally distorted information, manipulation, fraudulent schemes, cybersecurity attacks, and erroneous information. This lack of information causes many negative consequences, such as destabilising a country, inciting national or gender strife, misleading large numbers of people, and disregarding security, ethical and moral rules. An equally important consequence of underestimating the influence of Facebook is the lack of legal tools to control the creation and dissemination of incorrect information on the network, as well as the insufficient level of media literacy of the population.

			These issues were studied by various international organisations, alt but also this topic was widely represented by such scientists as Tandoc Jr. et al. (2020), Altay et al. (2022) and those whose works were devoted to the dissemination of incorrect information and fakes through social networks, as well as the behaviour of users of such networks concerning incorrect information; Tifferet (2021), Tandoc Jr. & Kim (2023), Sampat & Raj (2022), who studied the personality characteristics of people who tend to share incorrect and fake information through social networks, their motives and patterns of action. It is also worth mentioning the studies of Kazakh scientists, such as Izekenova et al. (2022), which were devoted to the study of the influence of incorrect information on the level of trust in information sources during the Coronavirus pandemic, determining the peculiarities of the existence of the institution of reputation and the tendency not to trust the state mass media and official speakers. Omirzhanov et al. (2017) and Husiev (2019) studied the correlation between freedom of speech and national security in Kazakhstan, and Sabitov (2016) studied the issue of information security in Kazakhstan and concluded that state institutions often exploit the national interest defence argument to limit the freedom of speech. It is also worth mentioning the study of Yelubayeva et al. (2023) devoted to the formation of media literacy, as well as the use of social networks to obtain educational content. At the same time, the above-mentioned studies lack a clear focus on the circulation of incorrect (especially unintentionally created) information in the Internet space of Kazakhstan.

			It is worth noting that the source analysis reveals that the topic has been insufficiently studied in the context of recent changes in 2022-2023 in Kazakhstan, beyond the topics of security, freedom of speech, COVID-19 pandemic, political manipulation and propaganda, which are predominantly the majority of existing studies, and this study will aim to compensate for this, taking into account the development of a more complete picture of all aspects of the impact of incorrect information disseminated through the social network Facebook. Accordingly, this study has the following objectives:

			
					analyse social networks and their impact on information consumers around the world and, in particular, in Kazakhstan;

					determine the role of the social network Facebook in the information media space of the world (and Kazakhstan);

					formulate a definition of incorrect information and outline the aspects and nuances of this problem in the context of information virtual space;

					identify specific manifestations of incorrect data on the behaviour of Facebook users in the media space of Kazakhstan.

			

			2. Materials and Methods

			To achieve the set objectives, several research methods were utilized. The analysis method was applied to study trends in the influence of social networks and their popularity among the general population. It also helped examine the use of social networks to create and disseminate messages containing incorrect information. Additionally, it analysed changes in the level of trust in information shared on Facebook, considering the age and gender of users. The historical method was used to compare historical precedents of deliberate creation and dissemination of incorrect information. This method also examined reactions to such information by users, government representatives, and law enforcement agencies. The deduction method was employed to highlight general trends and identify the most significant ones for Kazakhstan’s media space. This included examining the high level of incorrect and manipulative information used to influence the authority and reputation of political forces, public figures, and activists. The induction method was applied to study the unique characteristics of individual behavioural responses by Facebook users. From these observations, general trends were formulated, reflecting the specificity of Kazakhstan’s media space. The content analysis method was used to study topics and the specifics of published materials on Facebook. This included examining posts that provoked behavioural responses from users in Kazakhstan.

			The research materials included analytical reports with relevant statistical data on various aspects of the problem. These reports provided information such as the number of Facebook users, the prevalence of fake accounts, methods for combating misinformation, and the dynamics of trust in Facebook posts. They also covered user concerns regarding the spread of incorrect or fraudulent information. Additional data included analyses of user behaviour based on gender and age characteristics. Furthermore, Facebook posts containing distorted, incomplete, fraudulent, manipulative, propaganda, or intentionally misleading information from 2023 were examined (Central Asian Bureau, 2019; Dixon, 2024; Kemp, 2023; OECD, 2021; Vibrant Information Barometer, 2023).

			The Facebook publications selected for content analysis were selected based on the principle of the highest number of reactions (likes, dislikes, reposts and comments), their freshness (no older than 2022) and the presence of incorrect information (obvious or hidden). Accordingly, the selection criteria were as follows: the presence of distorted, incomplete, erroneous or manipulative information; the presence of user reactions and user interaction with the publication; the presence of reposts (as an element of a mechanism for further dissemination of such information); and relevance (2022-2024 year of publication). The search was conducted based on post popularity, to which the other evaluation criteria were applied afterwards. If a publication met all of the above criteria, it was further distributed according to the topic (politics, health care, conspiracy theories), followed by an assessment of the impact of each topic in general and the content of the post in particular, which allowed us to identify trends characteristic of Kazakhstan’s media space.

			3. Results

			3.1. Global social media user indices

			The number of internet users is growing daily. In January 2023, the world’s population surpassed the 8.01 billion marks, of which 5.16 billion are already Internet users, representing 64.4% of the world’s total population. Of this mass, 4.76 billion are social media users, which is just under 60% of the global population and 92.3% of all internet users (Dixon, 2024).

			According to the report by Kemp (2023), the number of Internet users is increasing by an average of 3% (137 million people) every year, with an average time spent on the World Wide Web of 2.5 hours, and this figure continues to grow steadily (by 2% per year on average). Of this population, 77.8% are over the age of 18, 46.3% are female and 53.7% are male. The United Arab Emirates (10 million users, 100% of the total population) (Statista, 2024d) and South Korea (47.6 million users or 92% of the population) (Kemp, 2024c) have the highest number of social media users as a proportion of the total population, while Eritrea (10 thousand users, representing 0.3% of the population) (Kemp, 2024a) and North Korea (Kemp, 2024b), where access to social media is officially banned, have the lowest. Reports of Statista (2024c) also contain data on the most popular social networks worldwide (Figure 1).

			According to the metrics, Facebook is one of the most used social networks, with 3.065 million users (surpassing the next most popular resource YouTube by 2.504 million users). At the same time, it is slightly behind WhatsApp and Instagram in popularity (in terms of personal preferences). The report on the most popular media platforms by age and gender is presented below (Table 1).

			Thus, Facebook is most popular among users over 55-64 years of age (17.0% of women and 17.3% of men), with a gradual increase in usage according to the age of the users. To assess the level of spread and impact of untrustworthy information on social networks, it is also worth noting the exact purposes for which social media platforms are used (Table 2).

			As can be seen in Table 2, Facebook has a fairly high credibility as a source of news and current affairs information. Figure 2 shows the global statistics regarding the use of social media as a source of news.

			At the same time, the 55+ age group shows the lowest levels of trust in news from social networks. (Figure 3).

			The above indices confirm the high popularity of social networks as a source of news and trustworthy facts, as well as the control that Facebook has in this process. At the same time, according to the official statistics of the Meta platform (to which Facebook belongs), on average, about 50% of the content of users’ news feeds contains messages from friends and content creators to whom they are subscribed (Solomons, 2024). From those, 17% of messages are defined as completely unrelated to users, not justified by the interests of the user or the chats and categorised as “alien”. The researchers also note that in the majority of cases, news content does not contain links or other ways to instantly verify and validate it. Because of this, a readily available source of news and information on a wide variety of current events like Facebook is constantly confronted with content that is unintentionally or intentionally misleading and can be identified as harmful. According to data for 2023, during the fourth quarter of 2022 alone, experts removed 1.3 billion fake accounts from the platform and 6.4 million pieces of content were prosecuted based on harmful information (bullying, racism, harassment, harassment) (Statista, 2024a). The record-breaking year was 2019, the year the COVID pandemic began when the Facebook platform removed a record 2.2 billion fake profiles. Fake accounts, according to Meta’s definition, are accounts that were created to mislead, with malicious intent or to represent non-human beings or non-existent organisations. The dynamics of actions against fake Facebook accounts around the world are demonstrated on the Figure 4.

			The problem is not limited to fake accounts, which are used, among other things, to disseminate untrue or distorted information, manipulation, and fakes. It is much more global and complex, as evidenced by statistics on the level of concern about the use of the Internet to mislead users, violate human rights and destabilise society. Figure 5 displays the ranking of concerns about the use of the Internet to spread incorrect information online by country (as a percentage of a country’s total population).

			Figure 6 shows the distribution of concern regarding the use of the Internet to disseminate incorrect information online by age and gender.

			It is also worth noting that the problem of using the Internet and social networks for (destabilisation of society, propaganda, and violation of human rights) was considered by Duffy et al. (2020), Roozenbeek & van der Linden (2021), Omar et al. (2024), Ren et al. (2023), Nistor & Zadobrischi (2022). Fundamental efforts towards understanding, conceptualising, and diagnosing problems in the information environment were carried out in the period 2020-2023. Significant contributions were made by First Draft, Computational Propaganda Project, Data and Society, Statista, Vibrant Information Barometer, and many other organisations, which devote their efforts to the analysis of misinformation and incorrect information circulating on the Internet and in social networks in particular. The situation can vary dramatically from region to region, and in regions such as Central Asia, it can be specific, which is justified by the current fundamental changes associated with overcoming the colonial past and, at the same time, the use of these countries as a platform for propaganda and manipulation by China and Russia.

			3.2. Media space in Kazakhstan

			In January 2023, the total population of Kazakhstan was 19.5 million. Of these, according to the data of the report by Kemp (2023), 17.73 million are active Internet users, and the Internet penetration rate in the country was 90.9%, which is one of the highest in the region. Figure 7 shows the level of digitalisation of the population in 2021-2023, which is a strong indication of the active use of internet access and social media.

			Over the 10 years 2013-2023, the number of internet users grew from 10.9 million to 17.7 million, which is a fairly strong argument for assessing the impact that the internet and, in particular, social media has on the population of Kazakhstan. In January 2023, there were 11.85 million social media users in Kazakhstan, equivalent to 60.8% of the total population, of whom 11.05 million were aged 18 and over, equivalent to 86.3% of the total population of that age. Of the users in Kazakhstan, 56% were female and 43.5% were male. Figure 8 shows the distribution of users according to the popularity of each social network.

			At the same time, it is worth noting that although the statistics on the popularity of certain social networks fluctuate greatly from year to year, the trend of a decline in the use of Vkontakte (by -24.2% in 2023) is relatively stable, which is part of the general pattern of outflow from Russian and pro-Russian Internet resources and social networks. Figure 9 shows the changes in web traffic of social networks for the period 2022-2023.

			These graphs show a slight, but stable growth in the spread of Facebook media platforms. The presented data demonstrates how widespread and popular social networks, in particular Facebook, are in modern Kazakhstan. Accordingly, the analysis of the impact of information disseminated on Facebook on the behaviour of users is relevant and appropriate. Numerous studies devoted to the consumption of information from the Internet and, in particular, social networks indicate that the information provided in social networks actively and successfully competes with official journalistic publications offline, and sometimes even surpasses them, including in the level of trust among consumers (Burnashev, 2015; Turdubaeva, 2018). At the same time, the issue of dissemination of incorrect information, especially intentional, is particularly acute, given the impact of such information on the behaviour and psycho-emotional state of users. The problems of increasing media literacy, control over the quality and truthfulness of information, and compliance with ethics on the part of content providers also become important issues.

			Following the data presented in the Vibrant Information Barometer 2023 (VIBE) report (2023), since 2022, Kazakhstan’s media market has become particularly saturated with “alternative media” – Telegram channels, TikTok communities, Facebook, and Instagram accounts. Young and middle-aged users are particularly focused on social networks to get information on a variety of topics, from current news and geopolitics to explanations about certain phenomena of reality (such as pandemics, international conflicts, and exchange rates). As the main source of information, the Internet simultaneously reduces the level of control over messages and publications, providing a wide space for fakes, misinformation, incorrect information, and Internet fraud (Abdrakhmanov et al., 2024).

			The Kazakhstan government was funding media on the Internet in an attempt to gain the attention of content consumers and strengthen information security, but this approach proved ineffective, giving rise instead to propaganda resources and overly obvious pro-state approaches to content creation. At the same time, VIBE notes the continued growth of interest in Internet sources of information and the creation of instruments of interaction between the state and citizens in this area (eotinish.kz, dialogue, egov.kz are the most representative examples). These resources, as well as platforms in social networks, often become an effective tool for defending human rights, rapid communication and solving acute problems of the residents of Kazakhstan. In addition, social media content caused several real changes, such as the reduction of illegal public procurement or the resolution of corruption scandals.

			Given the existence of the mobile version of Facebook, people are becoming more and more active on this platform, demonstrating tendencies to get involved in volunteer and charity activities, discussing topical issues, and solving several acute social problems (Kovalchuk, 2024; Ronzhes, 2023). However, it is necessary to note the lack of sufficiently high-quality tools and techniques of personal data protection, which, in addition to controversial mechanisms of state blocking of undesirable content, creates dangerous precedents that threaten freedom of speech and the right to receive information, and somewhat hinders the creation of really high-quality alternative media in social networks. Regarding security, it is also worth noting that Kazakhstan has a special law that is designed to guarantee the protection of personal data, but in practice, there are regular problems with its application (Burnashev, 2015; Turdubaeva, 2018). There are occasional mass leaks of personal information, both commercial and, for example, medical, the use of personal data without the consent of their owners (as in the case of the leak of “Yandex” in March 2022, and Kazakhstan Mail (“Kazpost”) in the summer of 2022). The situation is worsened by low media literacy, which not only encourages trust in fakes and their active further dissemination but also facilitates the hacking of Facebook users’ pages for further use in disinformation of the population or propaganda.

			3.3. Misinformation and disinformation

			It should be immediately noted that inaccurate or false information is usually divided into two categories: inaccurate or untrue information (Misinformation) and disinformation (Disinformation). First Draft’s “Information Disorder” provides distinct definitions of information disorder, its consequences for democracy, public order, and reduced trust in the media and public institutions, and also gives clear characteristics of different types of incorrect information, which they divide into three types, of which the first two, namely Misinformation and Disinformation, are of interest (Trust but verify, 2022). The former is defined as “information conveyed without the intention to deceive”, while the latter is “incorrect information conveyed with the intention to deceive”. Both types of information have a thin line that in practice is quite difficult to distinguish, so misinformation is quite often perceived and characterised in the same way as disinformation, and in certain situations, they both have the potential to contribute to disorder, which can also be understood as contributing to the disruption of the integrity of information in political systems and discourse.

			As defined in the same study, the category of misinformation includes the following categories of information: fake content, untruthful content (created on purpose), fraudulent content, manipulative content, and fabricated content. The Oxford Internet Institute coined the term “computational propaganda” and defines the practice as “a collection of social media platforms, autonomous agents, and big data aimed at manipulating public opinion” (Pennycook & Rand, 2021). This study broadens the understanding of the threats that exist in the online space and clearly distinguishes between automated and human forms of online manipulation, as well as the intentional and unintentional acts of creating incorrect information. More importantly, this study provides insights into how behavioural, psychological and communication research not only provides a comprehensive understanding of the impact of incorrect information on social media users but also what countermeasures can be most effective.

			Difficulties in defining misinformation and incorrect information and calculating their boundaries affect various aspects, ranging from the legal sphere (the lack of clear terms and evaluation criteria significantly complicates legal control and measures to regulate such information) to measuring the impact of such information on the consumer (on emotional and mental state, behavioural) (Kerimkhulle et al., 2023). Since the study addresses “incorrect” information, it is worth clarifying its definition. According to the definition given by Jeangène Vilmer et al. (2018), incorrect information is information that contains errors, false statements, or inaccuracies. Such information can be disseminated unintentionally or to mislead. Its causes may be incorrect or insufficient data sources, errors in data collection, deliberate actions, incorrect interpretation or transmission of information, human factors, technical problems or failures in information processing and storage systems. In other words, both Misinformation and Disinformation can be considered incorrect.

			According to the opinions of numerous researchers, incorrect media information can have a great impact on various aspects of Kazakhstan’s society and can be marked by high levels of public safety, especially when they relate to health, security and human rights (as, for example, in the case of fake news about the COVID-19 pandemic, which contributed to the spread of the virus and increased morbidity), can be used to manipulate public opinion and influence political and social processes (with the consequent increase in the incidence of the disease), and can be used to manipulate and influence political and social processes (with the consequent increase in the incidence of the disease).

			In the context of studying the impact of incorrect information on users from Kazakhstan, it is worth citing the results of the study of Almaty Management University, which showed that 37% of respondents accuse the media of deliberately spreading false or exaggerated information, 45% consider the media to be biased and partial, and 48% consider the media to be tools for supporting ideology rather than informing people (Vibrant Information Barometer, 2023). However, the peculiarities of the functioning of media resources do not contribute as much to the spread of incorrect information as social networks, which are characterised by minimal moderation. At the same time, VIBE researchers argue that the mass media of Kazakhstan, as a rule, has no such widespread deliberate spread of misinformation, as the editorial boards are officially responsible for fact-checking. The situation is the same about hate speech, where social networks are far superior to the media. As an example, the case of blogger Murat Abdild (111 thousand subscribers in TikTok, 40 thousand Instagram) received a 4.5-year prison sentence under the article “Incitement of social, national, tribal, racial, class or religious discord” (Kazakhstan: Famous blogger, 2022)

			Scandals related to the topics of national enmity, national language, the Russian invasion of Ukraine, and other geopolitical situations are quite common on Facebook. Publications of a political and geopolitical nature often have serious consequences. They do not necessarily have to be straightforward, such as in the case of publications: “Arabs destroyed Kazakhs through religion” (2023), the author of which “predicts” that Arabs will conquer Kazakhs through various religious movements, “Prerequisite for turning Kazakhstan into one of the provinces of Russia” (2023), the author of which used manipulative techniques to incite nationalism, “They want to turn our country into a testing ground” (2023) or the video “Russia sent troops to Kazakhstan” (2022), which had 730 thousand views.

			Such publications as “Kabylbek’s teacher was arrested” (2023), which stated about the arrest of a famous Kazakh imam in Saudi Arabia (condemning the actions of the Saudi authorities), video “Israel attacked Turkey” (2023) (condemning the actions of the Israeli authorities, fuelling hysteria about the possibility of World War III), video “Israeli children in cages” (2023) (condemning the actions of the Palestinian authorities, fuelling the possible World War III hysteria), “Egyptians deliver water and food to Palestinians in Gaza” (2023) (fuelling hysteria about the possibility of World War III), video “The United States has planned to move to the territory of Ukraine” (2022) by Belarusian blogger Yuri Uvarov, in which he talks about the US plans to create a colony in Ukraine in case of a massive eruption in Yellowstone National Park and which gathered 2.4 thousand views, 1.9 thousand comments and 1.1 thousand reposts (condemnation of US actions, exacerbation of distrust regarding the motives and geopolitical decisions of the West), post “Russia single-handedly defeats more than 50 countries of the world” (2023) (distortion of the real geopolitical situation in the region and its consequences), and even the video “Children are sold to gay couples in Belgium at a special fair” (2019) – a fragment of a Russian central TV channel “NTV” programme, filled with false and propagandistic information about the “decaying West”.

			More blatant attempts to manipulate public opinion and stir up the situation can be traced in such publications as “Putin had a heart attack” (2023), “Kadyrov died” (2023) (which collected 4,632 reposts and 3,279 saves), the post “Detainees are being tortured! 5 people had their stomachs and veins cut open” (2023). At the same time, it is worth noting that Kazakhstan lacks effective mechanisms to protect against this kind of content, as the creators and disseminators of misinformation and unverified information bear no responsibility for their actions. Some figures also claim that the state-funded project stopfake.kz is engaged in refuting only those facts that they are ordered to refute (Vibrant Information Barometer, 2023).

			According to the Vibrant Information Barometer 2023, ethical standards are one of the most significant problems in Kazakhstan’s media sector. Although there are journalism courses (offered at most regional universities) and training seminars from organisations such as Legal Media Centre (“Правовой медиацентр”), Adil Soz (“Адил соз”), Internews (“Интерньюс”), Foundation for Turkic Speaking Journalists (“Фонд тюркоязычных журналистов”), Medianet (“Медианет”) and others, ethical standards are not observed even in the official media, let alone content-makers on social networks. The creators of such content often ignore facts for the sake of creating a picture that would attract maximum influence, often despite the accuracy and truthfulness of the data. On the other hand, content makers and bloggers cover information that is often silenced by the official media (such as the detention of LGBTQ+ activists), which often attracts users to them and reduces the critical reception of the content created. There is an acute lack of the institution of reputation, which is particularly evident given how quickly all ethical violations are forgotten.

			Along with additional codes, the Constitution of Kazakhstan guarantees the right to freedom of speech and access to information, however, in practice, there are constant incidents of violation of the rights of journalists and content-makers. For example, there is the case of bloggers Margulan Boranbai and Danat Namazbayev, who criticised Russian policies and actions, including the invasion of Ukraine, on Facebook. As a result, both were sentenced to five-year prison terms (allegedly for inciting ethnic hatred and calling for the overthrow of the constitutional order). Social networks often serve as platforms for communication, free discussion of pressing issues in education, culture, science, and media trends (Symonenko et al., 2019; Otrishko & Kharkevych, 2024). The role of activists and internet activists is increasing, and people listen to their opinions more readily than to government representatives (Shynkar & Levchenko, 2023). The most covered topics are political and social issues, as well as the formation and expenditures of the state budget (Vibrant Information Barometer, 2023). Independent sources more often show more obvious and harsh criticism, especially when analysing the activities of akims (heads of local self-government), and spending of local budgets. However, they are forced to rely on alternative sources of information, and because of this, cases of unintentional distortion of data are not rare. Complicating the situation are laws and initiatives adopted in Kazakhstan, such as the initiative of the Ministry of Defence, proposed in 2022, which envisages criminal liability for discrediting the army and disseminating false and destructive information during “special periods”.

			Another important problem is that much of the content on social media lacks any analysis or contextualisation, leaving audiences with a limited understanding or misunderstanding of events. On Facebook, there are too few analyses of events, rallies, elections, and referendums. The use of multiple sources of information, reliance on facts and objectivity in content production is perceived as the norm, but non-professional content producers very rarely follow these recommendations. In addition, a detailed study of the impact of incorrect information on Facebook on user behaviour based on the analysis of specific precedents allowed us to formulate several consistent conclusions.

			This is primarily a threat to public safety. As an example, fakes about COVID-19 disease are still circulating, which contribute to the spread of the virus and significantly complicate any measures aimed at controlling and suppressing the disease (Roozenbeek et al., 2020; Zhang et al., 2022). For example, in March 2021, a video circulated on Facebook claiming that worms were found in medical masks (Worms found in, 2021), which had a marked impact on the use of masks as preventive measures and consequently negatively affected the overall incidence of the disease in the population. Furthermore, amidst a rather popular fake that COVID-19 vaccines shorten male lifespan by 24 years on Facebook, a video about the Coronavirus supposedly “choosing men” gained popularity (7 million views) (Coronavirus chooses men, 2020). Here it is worth adding that in the latter example, in addition to the direct distortion of understanding of the principles of virus functioning (which led to a marked distortion in the perception of the virus by men and women, weakening the vigilance of the latter), propaganda of gender inequality was also disseminated, which stimulated not only imbalance in social relations, but also religious unrest (the comment that the army of the Antichrist will have more women, and the coronavirus contributes to this selection) became quite popular.

			Amid the high popularity of social networks as platforms for volunteer and charitable activities, fraudulent publications frequently appear on Facebook (Tkachenko et al., 2024). Despite the awareness of users of the network about such precedents, Kazakhstan police continue to record appeals regarding the transfer of funds to such fake disabled people. Among fraudulent posts are, for instance, “Pay off the loan and be happy” (2023), which urged to use the services of a financial organisation supposedly helping to repay debts, or “President Tokayev signed a decree on credit amnesty” (2022) (a news report that Tokayev allegedly signed a decree on loan write-offs for socially vulnerable populations), which incentivised Kazakh citizens to transfer money to fraudsters or to take out new loans in the hope of possible write-offs.

			Rather actively the methods of providing false, incorrect, or manipulative information are used to vilify political opponents, activists, volunteers, or civic figures, such as in the case of the publication “A Thick-faced Man Who Called for shooting people” (2023) directed against Toktar Aubkarirov (and accusing him of allegedly calling on the authorities to shoot people). “Who is the director of “Oyan Kazakh”?” (2023), a video accusing the director of “Оян қазақ” of being a member of a dangerous religious movement, the post “Sanzhar Bokayev is a manipulator” (2023), aimed to tarnish the reputation of Sanzhar Bokayev post “Mittal gave a bribe of 100 million dollars” (2023), about an allegedly successful attempt to bribe Mashkevich by an Indian investor, post “Marat Beketaev testifies against Baybek” (2023), which claims that the caught ex-minister Marat Beketaev testifies against Baybek. Such publications cause considerable damage to the reputation of the people mentioned in them, as they cannot be refuted and challenged on the same principles as full-fledged and official media. Even if a retraction is published afterwards, the social media algorithm will not always allow all those who read the original post or watched the video to see the retraction. Furthermore, due to the difficulty of identifying the legal status of authors of media content, it is difficult to hold them accountable, and consumers of this content often prefer to believe a person who is trustworthy or has a certain authority, even if this author does not provide concrete evidence for claims. For a visual comparison of the mass spread of incorrect information and reactions to it, let us give examples of the three most popular social networks: Facebook, TikTok and Instagram (10 news items from each social network were selected).

			Table 3 presents examples of fake and incorrect messages on Instagram.

			The highest number of reactions (likes) recorded in these examples reached almost 19 thousand, which is not an exception, but rather an overestimate of the average reaction of users (from 5 to 15 thousand reactions on average) and refers to entertainment content. Let’s move on to the evaluation of the intensity of reactions in the social network TikTok (Table 4).

			As can be seen from the table, the number of reactions in TikTok is quite high, with an average of 10 to 20 thousand likes. The maximum reaction is observed on the post evoking patriotic feelings (47.2 thousand likes), which is a rather common intensity of reaction (even within the presented table, one-third of all the selected posts had a rate of over 40 thousand likes). Table 5 presents ten Facebook posts selected for the same principle.

			Compared to TikTok, Facebook is significantly inferior, but keeps pace, and in terms of policy issues, surpasses Instagram in terms of the number of reactions from users and consumers of content. Since entertainment content, even incorrect and fake content, does not have such a significant impact on the behaviour of information consumers, it is possible to conclude the influence of Facebook as an active and effective disseminator of incorrect information.

			Based on the observations generated during the implementation of this study, there are legitimate conclusions that fake information on Facebook elicits more reactions and has a significant impact on information consumers for several reasons. First, Facebook has one of the largest audiences among social networks, which increases the reach of fake information. Second, Facebook’s algorithms help increase user engagement by showing content that they tend to like, comment on, and share, even if it is not true. Third, Facebook is often used for news and information, so users may be more susceptible to fake news. Compared to TikTok and Instagram, where content is often more graphic and shorter, Facebook provides longer and more detailed posts, which may increase the likelihood of users being exposed to fake information. It is also relevant that TikTok and Instagram are more susceptible to new, fast-moving trends and switch from one news item to another too quickly, providing an unstructured stream of data on both socially sensitive topics and entertainment content, whereas Facebook content is often more static and stable and therefore easier for readers and viewers to comprehend and can have a more lasting effect on the user. To illustrate the comparison, a comparison can be made between the positioning of the news about Kadyrov’s alleged death on Facebook and on TikTok (Kadyrov died, 2023). The news on TikTok lasted only 24 hours and received a large number of reactions and reposts solely because the video was uploaded to Facebook. In addition, 80% of the views of this video are dated after 24 hours on TikTok and belong to the Facebook platform, while comments on the news are found on the page with the publication even three weeks after the date of publication.

			The above examples are only part of the overall picture of the use of Facebook as a platform for the intentional and unintentional dissemination of incorrect information. However, they can demonstrate the most characteristic trends, which are as follows: Facebook posts generate high interest and active reaction from readers and viewers, including further sporadic and uncontrolled dissemination of such information (to the point where it is no longer possible to find the source). Facebook posts have a fairly high level of trust among social network users, even when they lack evidence and data sources (as evidenced by high rates of reposts and reactions to such data); incorrect information on Facebook is effective in smearing the reputation of specific individuals, political and social figures, to inflame the situation, to manipulate information about the current geopolitical situation. But the most important, in the context of this study, is the behavioural indicators of consumers of such content, which include loss of trust in certain figures, volunteer and charitable foundations (and, accordingly, a decrease in the level of their financial support from the ordinary population), aggravation of the psycho-emotional state of Kazakhs and their attitude to other peoples, countries, events, disregard for the rules of safety of life activities (such as in the case of safety measures to prevent Coronavirus infection). Thus, we can reasonably conclude that incorrect information on Facebook has a high and specific (mostly negative) impact on user behaviour in the example of Kazakhstan.

			As noted earlier, the level of media literacy among Kazakhstan’s residents remains inadequate. Users frequently share fake messages without considering the possibility of fact-checking or the consequences of their actions, and they are prone to believing conspiracy theories and charlatans, especially if these figures enjoy significant popularity on Facebook (Lewinski, 2015; Apakhayev et al., 2017). The Vibrant Information Barometer (2023) report, based on the Internews 2021 survey, reveals that the average media literacy score among Kazakhstanis was 16.2 out of a possible 35 points. Although media literacy has been introduced into the school curriculum as an optional subject, the lack of teacher qualifications remains a serious challenge. While there are fact-checking platforms like StopFake.kz in the country, they are neither widely known nor frequently used, partly due to their perceived alignment with state interests. Facebook users in Kazakhstan can identify blatant fakes and manipulative techniques, but their critical thinking rarely extends to reflecting on their own biases and behaviours. Improving media literacy in Kazakhstan requires strengthening educational initiatives, addressing teacher training gaps, and ensuring that anti-disinformation platforms operate transparently and appeal to a broader audience. Encouraging critical thinking and making fact-checking tools more accessible can help bridge the gap.

			The influence of false information on specific demographic groups is significant and varies depending on their habits and preferences for consuming digital content. For instance, older adults, who are among the most active users of Facebook in Kazakhstan, are particularly susceptible to misinformation due to limited media literacy and a tendency to trust authoritative-sounding sources. They are often targeted with health-related conspiracy theories or political propaganda that aligns with their concerns. On the other hand, younger users, who dominate platforms like TikTok and Instagram, frequently encounter brief, sensationalist content that they rarely verify due to the fast-paced nature of these platforms. Their exposure to manipulated trends or half-truths can shape their views on social and political issues without encouraging critical evaluation.

			Thus, a wide array of problems related to the circulation of inaccurate information on Facebook and its control, influence on user behaviour and the level of media literacy becomes evident.

			4. Discussion

			The research publications of interest in this study were those related to the creation, dissemination, and impact of incorrect information on social media.

			Duffy et al. (2020) considered the dissemination of incorrect and fake information from the perspective of the impact of this activity on the social well-being and attitudes of a social network user. The impact of such information and the activity of its dissemination on interpersonal relations has not been studied practically before and is quite interesting, both from the position of assessing the mechanism of dissemination of incorrect information and the emergence of motivation to recognise it, and the impact on the formation of the institution of reputation, user behaviour in the network, and social well-being in the country. This study is based on 12 focus groups, which did not include representatives of the Central Asian region, and therefore the data obtained can be applied only partially, considering local specifics and such identified characteristic problems of the Kazakhstani media space as low-level of responsibility and reputational losses, low media literacy, lack of decent alternatives in obtaining information and lack of critical thinking and fact-checking skills.

			Omar et al. (2024) devoted a study to the disclosure of external and internal factors of spreading incorrect and fake information among users of social networks and analysed fake news awareness efficiency. Among the studies, aspects of dissemination and prevention of incorrect information dissemination are considered to be quite popular topics, although much less attention is devoted to the study of factors that negatively affect such dissemination in the very process of dissemination. B. Omar et al. studied the motivation of users and other factors of the online environment, as well as the influence of awareness of fake news on the intensity of its dissemination. The authors revealed the dominance of the attractiveness of the online environment over the motivation of users themselves (namely, trust in the social network itself, norms of reciprocity and the attractiveness of creating social ties), as well as the fact that high awareness of fake news negatively affects the intensity of dissemination of such incorrect information, which correlates with the results of this study and indicates the urgent need to increase media literacy among the population of Kazakhstan and the introduction of a culture of fact-checking among Facebook users.

			A study by Altay et al. (2022) can be considered as a certain addition to the previous one, as it aimed to analyse the effect of the reputation institution on the desire to spread incorrect and fake information. As a result of four experiments, the authors concluded that fear of personal reputation is indeed a very significant factor in preventing the spread of incorrect information in social networks. However, it should be noted that such phenomena as “reputation rating” and “reputation institute” are characteristic of American and European media spaces, whereas the post-Soviet countries, several Asian and Middle Eastern countries, including Kazakhstan, do not have such a tradition and are still on the way to the formation of these phenomena, so the results obtained in the experiment are not applicable in the space under study. On the other hand, this study can serve as a model to be followed in the process of creating the institution of reputation in the countries of the Central Asian region, including not only positive aspects but also shortcomings and weaknesses of this tool, which will be appropriate to adapt according to the objective features and needs of the region.

			Ren et al. (2023) studied a specific aspect of the dissemination of incorrect information, namely so-called “Conspiracy Theories”. The authors claim that, as study experiment results determined, people consciously participated in the dissemination of conspiracy theories for the sake of satisfying social motives, such as receiving many “likes” and other reactions. And the more socially active such theories are, the greater the chance that a social network user will share them, even if they are fully aware of the untruthfulness or manipulativeness of the information provided. The authors argue that people are overly sensitive to receiving social feedback, which is especially characteristic of social network users, where manifestations of such feedback have quite real and measurable embodiments (number of followers, likes, dislikes, reactions, reposts). The authors also argue that the more distant from reality (real news) and the more fantastic such theories are, the more easily they resonate and the more reactions they receive, which stimulates their further spread. Although the topic of this study seems somewhat specific, its findings and induced data can be used to measure the level of “improbability” and “falsity” of incorrect information with further prediction of its spread based on these parameters, and, accordingly, to create the most effective tools for preventing such spread in the future (not only on the example of conspiracy theories).

			Another significant impact of this study was made by Izekenova et al. (2022), studying the correlation between the level of trust of the population of Kazakhstan to different sources of trust (including social networks) during the COVID-19 pandemic. In the course of the study, the authors found that information about the disease presented by celebrities or influencers received a significantly lower level of trust (2.08 points) compared to information from social networks, including Facebook (2.29 points). According to the researchers, the effectiveness of “useful” and constructive communication in social networks involving celebrities has certain limitations, and at the same time, the lack of trust in almost all sources of information can undermine the efforts of health professionals to communicate important information through platforms such as Facebook, which is very important to consider not only in this narrow context but also in the context of using social networks as a platform for informing the population and disseminating information. The authors conclude that information campaigns in social networks can only be successful if trust in information sources is increased and the target audience is segmented according to their trust in that particular social network. The conclusions of this study are critical, among other things, because they raise topical issues of Kazakhstan’s media space with full consideration of its specifics and the peculiarities of local users of social networks, and touch upon issues of maximum importance for society (namely, the pandemic of coronavirus infection, which is a problem for all countries of the Central Asian region). The findings of the study by the researchers can be used in further development of the topic of this study and significantly complement it.

			The above-mentioned studies provide a fairly substantial base, considering the results of reports and narrowly focused studies, appeal to real historical precedents, but at the same time demonstrate several characteristic shortcomings, primarily consisting in the insufficient study of the specifics of the Central Asian region and the nuances of thinking of the local population, as well as such peculiarities as insufficient media literacy and the absence of the institution of reputation. Thus, these studies should be used only as qualitative and truly fundamental material for further study of the issues raised, which require updating and clarification by the specific features of the Republic of Kazakhstan.

			5. Conclusions

			The analysis of the impact of incorrect information on Facebook on user behaviour (using Kazakhstan as an example) carried out within the framework of this study identified the most characteristic trends. Thus, publications on Facebook not only attract high interest and active reactions of readers but also cause sporadic and uncontrolled dissemination of information, which searches for the source almost impossible. Information on this social platform is believed even without proof and citation of sources, as evidenced by high rates of reposts and reactions. The effectiveness of incorrect information on Facebook is manifested in the denigration of personalities, politicians, and public figures, as well as in the manipulation of information about the geopolitical situation. The peculiarities of behavioural indicators of consumers of such content include loss of trust in news sources and content makers, decrease in financial support for volunteer and charity organisations, aggravation of the psycho-emotional state of citizens, as well as changes in their attitude towards other peoples, countries and events, low level of media literacy and low value of the level of reputation institute, which users are not interested in improving. Thus, we can reasonably conclude that incorrect information on Facebook has a high and predominantly negative impact on user behaviour, using Kazakhstan as an example.

			Understanding the impact of Facebook on user behaviour and public opinion can contribute to the development of effective methods of managing the information environment and the formation of a healthy information society. The study aimed to analyse the dissemination of inaccurate information through Facebook and its impact on the behaviour of users of the social network has been fully achieved, but additional research could also be conducted on this topic, for example, to explore opportunities to build a reputation institution, use social media more effectively to disseminate critical information and formulate ways to more effectively improve the media literacy of users and the social network.

			References

			
					A thick-faced man who called for shooting people. (2023). Retrieved from https://www.facebook.com/permalink.php?story_fbid=pfbid093gsMiKu9KSQEQVpJA1d4B4oeiCp1JkzPykQ69xBEY3CYZFnqf95af13xzdFLhPHl&id=100023529633569

					A video of JAY-Z rapping about Tokarev has appeared online. (2023). Retrieved from 

					Abdrakhmanov, R., Kenesbayev, S. M., Berkimbayev, K., Toikenov, G., Abdrashova, E., Alchinbayeva, O. & Ydyrys, A. (2024). Offensive Language Detection on Social Media using Machine Learning. International Journal of Advanced Computer Science and Applications, 15(5), 575-582. https://doi.org/10.14569/IJACSA.2024.0150557

					Altay, S., Hacquin, A. S. & Mercier, H. (2022). Why do so few people share fake news? It hurts their reputation. New Media & Society, 24(6), 1303-1324. https://doi.org/10.1177/1461444820969893

					Angry Mittal spilled the truth. (2023). Retrieved from 

					Apakhayev, N., Madiyarova, A. S., Aigarinova, G., Ryskaliyev, D. U., Buribayev, Y. A. & Khamzina, Z. A. (2017). Current trends of legal regulation of relationships in the social protection sphere. Man in India, 97(11), 221-231. Retrieved from https://www.researchgate.net/publication/318778539_Current_trends_of_legal_regulation_of_relationships_in_the_social_protection_sphere

					Arabs destroyed Kazakhs through religion. (2023). Retrieved from https://www.facebook.com/groups/1265463046937236/?multi_permalinks=2579040492246145&hoisted_section_header_type=recently_seen

					Burnashev, R. (2015). Security Challenges in Central Asia. Journal of Studies on European Integration and Federalism, 375, 106-122. https://doi.org/10.3917/eufor.375.0106

					Central Asian Bureau for Analytical Reporting. (2019). Central Asian audience receives news from social media and messengers – IWPR research. Retrieved from https://cabar.asia/ru/auditoriya-tsentralnoj-azii-poluchaet-novosti-iz-sotsialnyh-setej-i-messendzherov-issledovanie-iwpr?pdf=24351

					Check in if you are from UzunParis) which “aul” should I do next? (2023). Retrieved from https://www.tiktok.com/@orlovandre92gmail/video/7288975509071990022?_r=1&_t=8gzCRs7iu4U

					Children are sold to gay couples in Belgium at a special fair. (2019). Retrieved from https://www.facebook.com/veranicah/videos/10158089477671393

					Coronavirus chooses men. (2020). Retrieved from https://www.facebook.com/watch/?ref=search&v=910470089397433&external_log_id=6db12100-4b9c-4846-8a04-32479d1c73b5&q=%D0%BA%D0%BE%D1%80%D0%BE%D0%BD%D0%B0%D0%B2%D0%B8%D1%80%D1%83%D1%81

					DataReportal. (2024). Global social media statistics. https://datareportal.com/social-media-users

					Detainees are being tortured! 5 people had their stomachs and veins cut open. (2023). Retrieved from https://www.facebook.com/plugins/post.php?href=https%3A%2F%2Fwww.facebook.com%2Fpermalink.php%3Fstory_fbid%3Dpfbid08Fvqxo6LA5UuL2PaDT6qyUDz1zBdYMLpKVVHMd2ujHJAzHJ3d1eZZRKfNkBYeNsal%26id%3D100024555880400&show_text=true&width=500

					Dixon, S. J. (2024). Misinformation on social media – Statistics & facts. Statista. Retrieved from https://www.statista.com/topics/9713/misinformation-on-social-media/#topicOverview

					Duffy, A., Tandoc E. & King, R. (2020). Too good to be true, too good not to share: The social utility of fake news. Information, Communication & Society, 23(13), 1965-1979. https://doi.org/10.1080/1369118X.2019.1623904

					Egyptians deliver water and food to Palestinians in Gaza. (2023). Retrieved from https://www.facebook.com/zhandos.kashkimbaev/videos/783119673480393

					Girl in hijab. (2023). Retrieved from https://www.tiktok.com/@callmesaharr/video/7286956474331417862?_r=1&_t=8gzCffXbfHy

					Husiev, I. (2019). Peculiarities of interaction with media in the process of the community adaptation to the conditions and consequences of military conflict. Scientific Studios on Social and Political Psychology, 25(1), 72-81. https://sppstudios.com.ua/uk/journals/no-43-46/peculiarities-of-interaction-with-media-in-the-process-of-the-community-adaptation-to-the-conditions-and-consequences-of-military-conflict

					In Almaty Sairan was filled with water. (2023). Retrieved from https://www.tiktok.com/@r.ildarovich777/video/7257833569312279814?_r=1&_t=8gzGA75oaXN

					Israel attacked Turkey. (2023). Retrieved from https://www.facebook.com/watch/?ref=search&v=1298965341499356&external_log_id=683c86fd-cbfc-4b71-a69c-61a555bb0134&q=Турция%20нападает%20на%20израиль

					Israeli children in cages. (2023). Retrieved from https://www.facebook.com/vorobyovalexey/videos/819789159881168

					It is said that the explosion in Kostenko is based on last year’s explosion in Spain. (2023). Retrieved from https://www.instagram.com/reel/Cy_N8AGI_FP/?igshid=MzRlODBiNWFlZA%3D%3D

					Izekenova, A. K., Bukharbayeva, A. E., Zhussupov, B. S., Alekesheva, L. Z., Erdenova, M. A., Iskakova, B. A., Myrkassymova, A. K., Izekenova, As. K., Karibayev, K. B. & Mergenova, G. A. (2022). Assessing the trust of the population of Kazakhstan in sources of information during the pandemic COVID-19. Science & Healthcare, 24(2), 15-23. Retrieved from https://cyberleninka.ru/article/n/assessing-the-trust-of-the-population-of-kazakhstan-in-sources-of-information-during-the-pandemic-covid-19

					Jeangène Vilmer, J. B., Escorcia, A., Guillaume, M. & Herrera, J. (2018). Information manipulation: A challenge for our democracies. Paris: CAPS (Ministry for Europe and Foreign Affairs), IRSEM (Ministry for the Armed Forces). Retrieved from https://www.diplomatie.gouv.fr/IMG/pdf/information_manipulation_rvb_cle838736.pdf

					Kabylbek’s teacher was arrested. (2023). Retrieved from https://www.facebook.com/permalink.php?story_fbid=pfbid02FKFKFAwUFjPNFayTWNwDkvcvv3szKsNJ8nh3rzMCa5ax1n7qz136i4CpaHo2mNpRl&id=100008177013860

					Kadyrov died. (2023). Retrieved from 

					Kazakhstan: Famous blogger sent to jail for 4.5 years. (2022). Acca Media. Retrieved from https://acca.media/15012/kazahstan-izvestnyj-bloger-otpravlen-za-reshetku-na-45-let/

					Kemp, S. (2023). Digital 2023: Kazakhstan. Retrieved from https://datareportal.com/reports/digital-2023-kazakhstan?rq=Kazakhstan

					Kemp, S. (2024a). Digital 2024: Eritrea. Retrieved from https://datareportal.com/reports/digital-2024-eritrea

					Kemp, S. (2024b). Digital 2024: North Korea. Retrieved from https://datareportal.com/reports/digital-2024-north-korea

					Kemp, S. (2024c). Digital 2024: South Korea. Retrieved from https://datareportal.com/reports/digital-2024-south-korea\

					Kerimkhulle, S., Dildebayeva, Z., Tokhmetov, A., Amirova, A., Tussupov, J., Makhazhanova, U., Adalbek, A., Taberkhan, R., Zakirova, A. & Salykbayeva, A. (2023). Fuzzy Logic and Its Application in the Assessment of Information Security Risk of Industrial Internet of Things. Symmetry, 15(10), 1958. https://doi.org/10.3390/sym15101958

					Kovalchuk, D. (2024). Malware development: From early viruses to modern cyber threats. Bulletin of Cherkasy State Technological University, 29(3), 10-20. https://doi.org/10.62660/bcstu/3.2024.10

					Lewinski, P. (2015). Commentary: Extensional versus intuitive reasoning: The conjunction fallacy in probability judgment. Frontiers in Psychology, 6(NOV), 1832. https://doi.org/10.3389/fpsyg.2015.01832

					Marat Beketaev testifies against Baybek. (2023). Retrieved from https://www.facebook.com/permalink.php?story_fbid=pfbid0b2ZyJ8ACnZvC84muuX7HWLG9tKDv2V2ymarBVRpun3Z19dwBs1KPeapEqKYnYi8Ql&id=100008177013860

					Mass. (2023). Retrieved from https://www.tiktok.com/@massaget.kz/video/7142861995044326662?_r=1&_t=8gzDLS8XyI1

					Mittal gave a bribe of 100 million dollars. (2023). Retrieved from https://www.facebook.com/permalink.php?story_fbid=pfbid037E5bFHhWYmx4VARDMNh6mdE9xALrVqiJMFi4o1LKzXYcqn5WSx5VoZTiTfehTHV9l&id=100008177013860

					News of YarKz. (2023). Retrieved fromhttps://www.tiktok.com/@legenda777tiktok/video/7256436808001555718?_r=1&_t=8gzFzyqyMT8

					Nistor, A. & Zadobrischi, E. (2022). The influence of fake news on social media: Analysis and verification of web content during the COVID-19 pandemic by advanced machine learning methods and natural language processing. Sustainability, 14(17), 10466. https://doi.org/10.3390/su141710466

					OECD Going Digital Toolkit. (2024). Share of adults who trust information from social media sites or apps. https://goingdigital.oecd.org/en/indicator/83

					Omar, B., Apuke, O. D. & Nor, Z. M. (2024). The intrinsic and extrinsic factors predicting fake news sharing among social media users: The moderating role of fake news awareness. Current Psychology, 43, 1235-1247. https://doi.org/10.1007/s12144-023-04343-4

					Omirzhanov, Y., Baimagambetova, Z., Tusupova, A., Omirtay, R. & Uteuliev, S. (2017). On the national security correlation with freedom of speech in Kazakhstan. Journal of Advanced Research in Law and Economics, 8(3), 980-986. Retrieved from https://journals.aserspublishing.eu/jarle/article/view/1477

					Otrishko, M. & Kharkevych, N. (2024). An analysis of media culture in the information space of small towns in Ukraine: Identifying key characteristics and features. Society. Document. Communication, 9(1), 59-68. https://doi.org/10.69587/sdc/1.2024.59

					Pay off the loan and be happy. (2023). Retrieved from https://www.facebook.com/groups/1575879845839683/posts/6789241104503505/

					Pennycook, G. & Rand, D. G. (2021). The psychology of fake news. Trends in Cognitive Sciences, 25(5), 388-402. https://doi.org/10.1016/j.tics.2021.02.007

					Prerequisite for turning Kazakhstan into one of the provinces of Russia. (2023). Retrieved from https://www.facebook.com/permalink.php?story_fbid=pfbid0daYmZWBitayJVqv9Hy5kAAoUpripHcu13x5eRDAVMYBgnsr8yVXDmGsVtjXwDvyhl&id=100046030547833

					President Tokayev signed a decree on credit amnesty. (2022). Retrieved from https://www.facebook.com/watch/live/?ref=search&v=697950415224193

					Public communication responses to the challenges of mis- and disinformation. (2021). OECD. https://doi.org/10.1787/ce2619da-en

					Putin had a heart attack. (2023). Retrieved from https://www.facebook.com/permalink.php?story_fbid=pfbid0299oXKqh7hYHMAUadPGDM61DtW953kZ4FMzxHKq1LEydHtBu9PHQsJxnohts2TFjUl&id=100008177013860

					Rain of worms in China. (2023). Retrieved from https://www.facebook.com/100090369793593/videos/217691770769760

					Rally. (2023). Retrieved from https://www.tiktok.com/@acefamily35/video/7293750454796717318?_r=1&_t=8gzGZkMVnSI

					Ren, Z. B., Dimant, E. & Schweitzer, M. (2023). Beyond belief: How social engagement motives influence the spread of conspiracy theories. Journal of Experimental Social Psychology, 104, 104421. https://doi.org/10.1016/j.jesp.2022.104421

					Ronzhes, O. (2023). Digital applications as tools for psychological adaptation of citizens to changes. Scientific Studios on Social and Political Psychology, 29(2), 14-25. https://doi.org/10.61727/sssppj/2.2023.14

					Roozenbeek, J. & van der Linden, S. (2021). Don’t just debunk, prebunk: Inoculate yourself against digital misinformation. Character & Context Blog. Retrieved from https://spsp.org/news-center/character-context-blog/dont-just-debunk-prebunk-inoculate-yourself-against-digital

					Roozenbeek, J., Schneider, C. R., Dryhurst, S., Kerr, J., Freeman, A. L. J., Recchia, G., van der Bles, A. M. & van der Linden, S. (2020). Susceptibility to misinformation about COVID-19 around the world. Royal Society Open Science, 7(10), 2054-5703. https://doi.org/10.1098/rsos.201199

					Russia sent troops to Kazakhstan. (2022). Retrieved from https://www.facebook.com/watch/?ref=search&v=3086766831646884&external_log_id=ee8e9283-fd7a-45d5-b0d3-142c5c0d9129&q=Россия%20нападает%20в%20Казахстан

					Russia single-handedly defeats more than 50 countries of the world. (2023). Retrieved from https://www.facebook.com/groups/147367659081752/permalink/1746441099174392/?mibextid=K35XfP

					Sabitov, D. (2016). Information security in Kazakhstan: Protection of data and ideas. Astana, Almaty: The Institute of World Economics and Politics (IWEP) under the Foundation of the First President of the Republic of Kazakhstan. Retrieved from https://www.researchgate.net/publication/344726329_Information_Security_in_Kazakhstan_Protection_of_Data_and_Ideas

					Sampat, B. & Raj, S. (2022). Fake or real news? Understanding the gratifications and personality traits of individuals sharing fake news on social media platforms. Aslib Journal of Information Management, 74(5), 840-876. https://doi.org/10.1108/AJIM-08-2021-0232

					Sanzhar Bokayev – manipulator. (2023). Retrieved from https://www.facebook.com/el.orda.aqparat.kz/posts/pfbid02PHeG3GVEyMv7PFjtmeMtjfULvcyhj5NRn46rJpo3iq1sMLAmqe6cne8za7T9yxjol

					Scammers claiming to be from Kaspi Bank are calling me. (2022). Retrieved from https://www.tiktok.com/@sakura_dnr/video/7126837198753746181?_r=1&_t=8gzHIme34dS

					Shynkar, T. & Levchenko, T. (2023). Manipulative technologies in terms of information security. Society. Document. Communication, 8(2), 270-286. https://doi.org/10.31470/2518-7600-2023-19-270-286

					Solomons, M. (2024). 92 Meta statistics: User demographics, platforms, and more. https://www.linearity.io/blog/meta-statistics/

					Statista (2023). News consumers who are concerned about the spread of false information on social media in selected countries worldwide as of March 2023. https://www.statista.com/statistics/1461636/false-information-concern-worldwide/

					Statista. (2019). Social media activities on select social networks by social media users in the United States in February 2019. https://www.statista.com/statistics/200843/social-media-activities-by-platform-usa/

					Statista. (2024a). Actioned fake accounts on Facebook worldwide from 4th quarter 2017 to 4th quarter 2023. https://www.statista.com/statistics/1013474/facebook-fake-account-removal-quarter/

					Statista. (2024b). Share of adults who use social media as a source of news in selected countries worldwide as of February 2024. https://www.statista.com/statistics/718019/social-media-news-source/

					Statista. (2024c). Most popular social networks worldwide as of April 2024, by number of monthly active users. Retrieved from https://www.statista.com/statistics/272014/global-social-networks-ranked-by-number-of-users/

					Statista. (2024d). Number of internet users in the United Arab Emirates in from 2014 to 2024. Retrieved from https://www.statista.com/statistics/1459554/uae-number-of-internet-users/

					Statistics Canada. (2023). Concerns with misinformation online, 2023. https://www150.statcan.gc.ca/n1/daily-quotidien/231220/dq231220b-eng.htm

					Symonenko, S., Zaitseva, N., Titova, O. & Vynogradova, M. (2019). Development of communicative competence as a precondition of competitive software engineer formation. In: Modern Development Paths of Agricultural Production: Trends and Innovations (pp. 307-315). Springer: Cham. https://doi.org/10.1007/978-3-030-14918-5_32

					Tandoc Jr., E. C., Lim, D. & Ling, R. (2020). Diffusion of disinformation: How social media users respond to fake news and why. Journalism, 21(3), 381-398. https://doi.org/10.1177/1464884919868325

					Tandoc, E. C. Jr. & Kim, H. K. (2023). Avoiding real news, believing in fake news? Investigating pathways from information overload to misbelief. Journalism, 24(6), 1174-1192. https://doi.org/10.1177/14648849221090744

					The king of Tramadol. (2023). Retrieved from 

					The Republic of Kazakhstan has banned payment by mobile transfers. (2023). Retrieved from https://www.tiktok.com/@sputnikkz_/video/7260078749918514437?_r=1&_t=8gzCuYratkL

					The United States has planned to move to the territory of Ukraine. (2022). Retrieved from https://www.facebook.com/evgenia.temnaya.3/posts/440089164673815/

					They want to turn our country into a testing ground. (2023). Retrieved from https://www.facebook.com/plugins/post.php?href=https%3A%2F%2Fwww.facebook.com%2Fpermalink.php%3Fstory_fbid%3Dpfbid02NJCUgfVneXxHehu2Sys5D4kkLEK9aHvwfwRnx3RsNJXgF2DZ37eDqgXwZfMzgSzsl%26id%3D100089641172835&show_text=true&width=500

					Tifferet, S. (2021). Verifying online information: Development and validation of a self-report scale. Technology in Society, 67, 101788. https://doi.org/10.1016/j.techsoc.2021.101788

					Tips for running a fake. (2021). Retrieved from https://www.instagram.com/p/CPYrxz_DSxj/?igshid=MTc4MmM1YmI2Ng==

					Tkachenko, O., Goncharov, V. & Jatkiewicz, P. (2024). Enhancing Front-End Security: Protecting User Data and Privacy in Web Applications. Computer Animation and Virtual Worlds, 35(6), e70003. https://doi.org/10.1002/cav.70003

					Trust but verify: Three types of fakes we mistakenly believe in. (2022). Retrieved from https://sdelano.media/3fakes/

					Turdubaeva, E. (2018). The status of media and the role of social media in Kazakhstan, Kyrgyzstan, Tajikistan and Uzbekistan. Bishkek: Institute for War and Peace Reporting (IWPR). Retrieved from https://cabar.asia/wp-content/uploads/2018/10/Status_of_media.pdf

					UFO in the Republic of Kazakhstan. (2023). Retrieved from 

					Vaccination is destroying people. (2023). Retrieved from ==

					Vibrant Information Barometer. (2023). Retrieved from https://www.irex.org/sites/default/files/Vibrant%20Information%20Barometer%202023_0.pdf

					What does the vaccine do. (2023). Retrieved from https://www.instagram.com/reel/Cy9X1fhsh2q/?igshid=MTc4MmM1YmI2Ng==

					What is happening in Kazakhstan? (2023). Retrieved from 

					Who is the director of “Oyan Kazakh”? (2023). Retrieved from https://www.facebook.com/permalink.php?story_fbid=pfbid0FxvfnKDsyTWxZoSYwFLexgWGvqUC3sJudozNYkYmzYBFJwKvLP9YDijsKbCiihxbl&id=100056581702961

					Worms found in medical masks. (2021). Retrieved from https://www.facebook.com/100012263525022/videos/1291529207932518

					Yelubayeva, P., Tashkyn, E. & Berkinbayeva, G. (2023). Addressing challenges in Kazakh education for sustainable development. Sustainability, 15, 14311. https://doi.org/10.3390/su151914311

					Zhang, C., Cao, T. & Ali, A. (2022). Investigating the role of perceived information overload on COVID-19 fear: A moderation role of fake news related to COVID-19. Frontiers in Psychology, 13, 930088. https://doi.org/10.3389/fpsyg.2022.930088

			

			Bio

			Gulmira Sultanbayeva graduated from the Faculty of Journalism of the Al-Farabi Kazakh State University (1994), postgraduate studies (1997). In 1998, she defended her Ph.D. thesis on ‘Sattar Yerubayev: Journalist, publicist’; in 2011, she defended her doctoral thesis on ‘Political communication in the media: Foreign experience and Kazakhstan’. She is director of the Scientific Center for Humanitarian Studies ‘Mediasphere’, professor at the Department of Press and Electronic Media of Al-Farabi Kazakh National University. She was awarded Medal for Contribution to Popularizing Science (December 20, 2024).

			Aktolkyn Kulsariyeva is a doctor of philosophical science, Professor, Corresponding Member of the National Academy of Sciences of RK, Honorary Worker of Education of the Republic of Kazakhstan. Skills and expertise: Pedagogy and Education, Social and Cultural Anthropology, Pedagogy, Cultural Studies, Culture, Sociology, Multiculturalism, Cultural Sociology, Cultural Analysis,Cultural Diversity. Area of research interests: cultural studies, ethics, aesthetics, history of philosophy of the XX century, linguoculturology. Awards: 2003 – M. Auezov Prize for Young Scientists in the field of Humanitarian sciences; 2007 – “The best teacher of the university” state grant; 2009-2010, 2011-2012 – holder of the state scholarship for outstanding achievements in the field of science and technology; 2011 – Badge of the Ministry of Education and Science of the Republic of Kazakhstan “Contribution for the development of science”; 2017 – Badge “Honorary Worker of Education of the Republic of Kazakhstan”.

			Olga Lozhnikova is a senior lecturer at the Department of Print and Electronic Media, Al-Farabi Kazakh National University, Almaty, Republic of Kazakhstan. She is an owner of the badge “Білім беру ісінің құрметті қызметкері”.

			Dastan Kalibekuly is a doctoral student at the Department of International Relations, Al-Farabi Kazakh National University, Almaty, Republic of Kazakhstan. Recent works are dedicated to the Arctic direction of Norway’s policy and sanctions against Russia.

			Berikbol Tolegen is a senior lecturer at the Department of Print and Electronic Media, Al-Farabi Kazakh National University, Almaty, Republic of Kazakhstan. His research interests include data visualization and infographics; entrepreneurial journalism; fact-checking; multimedia journalism SMM in the media; SMM journalism; YouTube journalism.

			Funding

			This research has been funded by the Science Committee of the Ministry of Science and Higher Education of the Republic of Kazakhstan (Grant No. AP19679909 “Development of Information Resource in the Sphere of Digital Literacy to Identify Indicators of Incorrect Information and Disinformation in Kazakhstan”).

		

		
			
				
					[image: ]
				

				
					Figure 1. Most popular social networks worldwide as of April 2024, by number of monthly active users (in millions). Source: compiled by the authors based on Statista (2024c)
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					Table 1. The most popular media platforms by age and gender. Source: compiled by the authors based on DataReportal (2024)
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					Table 2. The most common types of activity on social media platforms. Source: compiled by the authors based on Statista (2019)

				

			

		

		
			
				
					[image: ]
				

				
					Figure 2. Using social media as a source of news. Source: compiled by the authors based on Statista (2024b)
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					Figure 3. Level of trust in news on social media among age groups. Source: compiled by the authors based on OECD Going Digital Toolkit (2024)
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					Figure 4. Actioned fake accounts on Facebook worldwide from 4th quarter 2017 to 4th quarter 2023 (in millions). Source: compiled by the authors based on Statista (2024a).
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					Figure 5. News consumers who are concerned about the spread of false information on social media in selected countries worldwide as of March 2023. Source: compiled by the authors based on Statista (2023)

				

			

		

		
			
				
					[image: ]
				

				
					Figure 6. Concerns about incorrect information online. Source: compiled by the authors based on Statistics Canada (2023).
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					Figure 7. Key digitalisation indices. Source: compiled by the authors based on Kemp (2023)
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					Figure 8. Social media web traffic for 2023. Source: compiled by the authors based on Kemp (2023)
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					Figure 9. Change in social media web traffic over the period 2022-2023. Source: compiled by the authors based on Kemp (2023)
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									A video of JAY-Z rapping about Tokarev has appeared online

								
									
									JAY-Z, one of the most famous rappers in the world, decided to try himself in a new genre and read out a rap about the president. The lyrics of the song caused a wave of emotions in social networks. Some users thought that JAY-Z would soon become Kazakhstan’s new ambassador for cultural relations with the United States.

								
									
									Likes: 18185

								
							

							
									
									2

								
									
									What is happening in Kazakhstan?

								
									
									Answer: all sorts of things, but not what you’re being led to believe in this video.

								
									
									Likes: 1455

								
							

							
									
									3

								
									
									Tips for running a fake

								
									
									The post gives tips on running a fake account; what, whose and how many photos are better to publish, what name to come up with, tips on subscriptions, page content, and how to gain the trust of the interlocutor.
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					Table 3. Examples of fake and incorrect posts on Instagram of Kazakhstan. Source: compiled by the authors based on Rain of worms in China, 2023; Rally, 2023; Ren et al., 2023; Ronzhes, 2023; Roozenbeek & van der Linden, 2021; Roozenbeek et al., 2020; Russia sent troops…, 2022
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									Kadyrov died

								
									
									Video about Ramzan Kadyrov’s death
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Reposts: 4632
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									Check-in if you are from UzunParis) which “aul” should I do next?

								
									
									A video of a European settlement is shown instead of Uzunagash
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Reposts: 858
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									Girl in hijab

								
									
									“Thought I would live in Kazakhstan all my life, but after hijab ban, all while ludomania, suicides are rampant in the country…”
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									The video claims to be genuine
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					Table 4. Examples of fake and incorrect messages in TikTok Kazakhstan. Source: compiled by the authors based on Russia single-handedly…, 2023; Sabitov, 2016; Sampat & Raj, 2022; Sanzhar Bokayev – manipulator, 2023; Scammers claiming to be…, 2022; Shynkar & Levchenko, 2023; Solomons, 2024; Statista, 2023; Statista, 2019; Statista, 2024a;  Statista, 2024b
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									Kabylbek’s teacher was arrested

								
									
									False information about the arrest of the famous imam of Kazakhstan Uchitel Kabylbek in Saudi Arabia
(“Қазақстандағы танымал имам Қабылбек ұстаздың Сауд Арабиясында ұсталғаны туралы жалған ақпарат”)

								
									
									Likes: 444
Comments: 129
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									Putin had a heart attack

								
									
									Information on Putin’s heart attack, However, no official information was given. Therefore, false information
(“Ресей президенті В.В.Путиннің инфаркт алғаны туралы ақпарат. Дегенмен бұл туралы ресми ақпарат берілмеді. Яғни бұл да жалған ақпарат”)
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Comments: 105
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									Coronavirus chooses men

								
									
									
									Watches 717000
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									The king of Tramadol

								
									
									Nikolai Karpov, who calls himself the “King of Tramadol” in the Western region of Kazakhstan posted a video in which he addressed his flock, or rather directly to the authorities of Kazakhstan – the President, the government, the Ministry of Internal Affairs, the KNB, the Prosecutor General’s Office and the people of Kazakhstan.
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									Kadyrov died

								
									
									Video about Ramzan Kadyrov’s death
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Reposts: 4632
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									Rain of Worms in China

								
									
									A video of what appears to be a rain of “worms” in China’s capital city. The short video used as evidence shows cars and tarmac covered in something resembling earthworms or caterpillars, with people passing by taking cover under umbrellas.
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									The United States has planned to move to the territory of Ukraine

								
									
									A video of Belarusian blogger Yuri Uvarov, in which he talks about US plans to create a colony in Ukraine in case of a massive eruption in Yellowstone National Park.
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Comments: 1100
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									Russia sent troops to Kazakhstan
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Comments: 133
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									Israeli children in cages

								
									
									A video of children sitting in a cage was massively circulated on social media on 8 October. It claimed that they were abducted Israeli children
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Comments: 14

								
							

						
					

				

				
					Table 5. Examples of fake and incorrect Facebook posts in Kazakhstan. Source: compiled by the authors based on (Coronavirus chooses men, 2020; Israeli children in, 2023; Kabylbek’s teacher was, 2023; Kadyrov died, 2023; Putin had a heart, 2023; Rain of worms, 2023; Russia sent troops, 2022; The king of Tramadol, 2023; The United States, 2022).
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